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DigiLog3

A Jarkko Rantala, CaaS Nordic & Mdrkesblom
ITS Finland

12:15 Keynote speakers

A SarahS(_:hiffIinP Hankeng Building resilience in an
uncertain world

A MarkusHapponen National Cyber Security
Centre {raficom) - Cybersecurity and information
sharing in Logistics sector

Authority view

A TeemuHeikura Fintraffic- eFTreference
implementation

A OlliPekkaviakitalo, Finnish CustomsCustoms 2.0

A llonaTorniainen Finnish Defence Forces\ato
logistics

14:1514:45Break

14:45 Industry outlook

A Sﬁmull‘l'oivonenKaukokiit(} Versatile data transfer in supply
chain

A SatuOravaand SuvVidgren- Telia andRekkaGroup builds
together a better future

A JussPoikonen Awake.at Harnessing JIT Scheduling to Enhar
Port Performance

A Tomi Dahlberg, DBE COREeppolas the enabler of digital
logistics anakFTI current status

A Simonas\iedvarasiToDEV eCMRwith an integrated CO2
calculator for simpler COZ2e reporting in the road logistics sec

15:4016:00 Panel How to adapt to the changing operating

environment

A Matti LankinenVedidCaaS Nordic (host)

A SarahSchiffling HankenReMuNet

A JanBergstrandTrafikverket

A Heiti Mering, DigilogistikeKeskug eFTEXPERTS

A RugileAndziukeviciute TIA

A JanneHuhtamakj Traficom

A SatuOrava Telia

16:00 Summary and closing

CAAS ITS Finland &) TRATICCM In collaboration

N O R D I C Liikenne- ja viestintavirasto COthaiIS & networking L|MDWA




Marko Forsblom

ITS Finland

Jarkko Rantala

CaaNordic
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Wellcome to the DigiLog3

Jarkko RantalaAFRY Finland Oy
Chairman ofcaaS Nordic

DigiLog3, Botta Ballroom, 20November 2024



CaaS Nordic

A Corridor as a Service: A digital hub
for supply chains and freight that
Innovates new technology and
services to create more efficient
logistics.

A A concept for logistics combining
ITS systems to intelligent logistics.

A A focus on transport corridors and
logistics systems covering the
whole Baltic Sea area and Nordics.

A The CaaS concept has been
developed in PREollaboration
where private and public sectors
have done collaboration with
research.

A Logistics Laboratory LOBRA
project LIMOWA)2025-27

https://www.caasnordic.eu/
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BUILDING RESILIENCHN AN UNCERTAINWORLD

Dr Sarah Schiffling
Assistant Professor inSupply Chain Management and SociaResponsibility

Hanken School of Economics
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What is a resilient supply chain?

HANKEN

What is a resilient supply chain?

0 Supply chain resiliency is the ability to respond quickly to operational disruptions through flexible
W contingency planning and forecasting — from material sourcing to logistics and the final delivery of products
L‘r and services.

Deloitte. Palvelut v Toimialat v Urameilla v Hot Topics v
Supply chain resiliency in d
Resilient maritime |ogistics: Sho?ks and disr_upt_ions to supply c‘haiT\s are becoming- increas_»in‘gly c?-

putting to test shipping, ports, and their hinterland connections. Building critig Aresilient supply_chain is defined by

U nderSta nd ri SkS: respond a nd ada pt chain resilience through more robust maritime transport and logistics is imp¢] chain disruptions and greatly limit the

supply chain, and ultimately businesd
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Home / Logistics Insights / Resilience insights T HE W Hl T E H 0 U S E = = The most resilient a!wd agile supply cl . . . i
- p s Driving supply-chain resilience

Resilience

Building resilience block by block with advanced transportation

NOVEMBER 30, 2023 manageme nt systems
ISSLle Bl’ief: Supply Chail‘l ResilieIlCe ({1 ) Marta Malik Andrea Hellstrand-Rode

Supply Chain Development Asia Pacific Expert opin S ©
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Supply Chain Management

About ITF Our work News Summit EC

Economic shocks caused by the Covid-19 pandemic

disrupted global supply chains. At the same time, C Tra ns p 0 rt Syste m Res | | |e fce

related shutdowns rapidly rotated consumer demai

. i a big, but worthwhile, investment. Thi
towards goods and away from in-person services. T

- . The transport sector currentl
collision of pandemic-induced supply shocks and st el - y
- faces a number of disruptions

demand for goods generated inflationary pressure grelated to geopolitics, climate

t few years have highlighted the impo

ce and bounce back to a functioning s
y 1in particular.

the global economy. As suppliers were unable to me-hange and energy security.
. i Transport system resilience
elevated demand, the true cost of highly-efficient, brefers to the sector's capacity to

fragile global supply chains became clear. deal with, adapt to and recover
from such disruptions. This

report sets out the main
disruptions to transport systems
worldwide. It explores ways to




wf N W GUITEELENRWHAT RESILIENCE
MEANS BEYONDTHE SIMPLEASSUMPTION
THATIT ISGOODTO BERESILIENT

(Davoudiet al., 2012, p.299)
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ENGINEERINGRESILIENCE

A Fail safe design toprotect an engineered
system

A Assumesthat there is one equilibrium

A The systembounces back to the
equilibrium after disruption

A Assumesthat the system isseparate
from its environment and can be
controlled

A Mightinclude strategies such as multi-
sourcing, redundancy, buffer inventorys

(Wieland & Durach, 2021)



https://onlinelibrary.wiley.com/doi/pdf/10.1111/jbl.12271?ref_=b2b_cps_cust_e_it_ent_l_aw_ar_bulk_EM5_ABITSellDirect_BIZIT&ld=ABITSellDirect_BIZIT

ENGINEERINGRESILIENCE

To mitigate supply chain risks duringcOVID19,
A 47 % of respondents are considering holding more inventory,
A 58 % intend to diversify their sourcing strategies

(van Hoek, 2020)

Home

MAERSK rPrices Book v  Tracking Schedules Logistics solutions v

Logistics Insights / Resilience insights

Resilience

5 reasons to implement supply chain
diversification

4 June 2024

Cecilia Larsen
Customer Communication Manager

Podcast Resilience Growth Customs

EN v

Share o

Q|

Q SUPPLYCHAINDIVE Deep Dive Opinion Library Events Press Releases Topics v

Did the pandemic really kill just-in-
time? Experts weigh in.

As retailers struggle with inventory glut and overstocked warehouses, the lean
operating model may need to make a comeback.

Published Nov. 29, 2022

Sarah Zimmerman . -
: in B X & & B8
Editor




ENGINEERINGRESILIENCE

UNICEFEmMergency Response

A Pre-positioning of supplies around the world

A Preparation of kits of items to be distributed together

(\)

A hygiene kit contains:
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SOCIAL-ECOLOGICALRESILIENCE

A Embraces a safe fail design

A Acknowledges that beyond a certain level»
of disruption, there will be a change to '
system control and structure

A There is no one steady equilibrium

A Assumes that the system is open and
linked to other socialecological systems

A The system cannot be managed

A Emphasisesnon-linearity, uncertainty, X
dynamic changeand transformation 1

) a 3

(Wieland & Durach, \ " ;, |
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https://onlinelibrary.wiley.com/doi/pdf/10.1111/jbl.12271?ref_=b2b_cps_cust_e_it_ent_l_aw_ar_bulk_EM5_ABITSellDirect_BIZIT&ld=ABITSellDirect_BIZIT

SOCIAL-ECOLOGICALRESILIENCE

potential —»

release




SOCIAL-ECOLOGICALRESILIENCE

IFRC: Early warning, early action

A Integration of social and ecological systems : Monitoring of environmental risk
factors and forecasting potential hazardsto protect communities through pre-

emptive measures

A Adaptive capacity and learning : Anticipatory action framework for continuous
learning and adaptation byfostering a culture of preparednessand responsiveness

A Community engagement and empowerment : Strengtheningcapacity of local
communities to anticipate and respond to environmental changesthrough

knowledge and resources

Early Warnings for Community early Anticipatory action Forecast-based Risk-informed Early
All warnhing systems financing Action Partnership


https://www.ifrc.org/our-work/disasters-climate-and-crises/climate-smart-disaster-risk-reduction/early-warning-early

BOUNCE FORWARD

Can we embrace disruption?
A Anopportunity for learning
A Anopportunity for improvement

A Anopportunity for finding a new
(temporary) equilibrium

Resilienceas a positive
development towards §.
the future, not clinging R, W

on to the past Gaal) [

%o normal !

©brenna. quinian &E



BOUNCE FORWARD

UNICEF drone delivery in Vanuatu

A Aimed to overcome logistical challenges to vaccine distribution
posed by Vanuatu's rugged terrain and dispersed islands

A Drone use addressed immediate delivery obstacles but also
established a scalable model for future healthcare logistics



https://www.unicef.org/innovation/drones/technology-for-vaccine-delivery-vanuatu

o Igizrivﬁ%o
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DIGITALISATIONAND RESILIENCE « .

A Predictive analytics

A Enhancedyvisibility P
A Reaktime monitoring =
A Integration andinteroperability for ——
system-wide responses =
A Automation for quicker responsetimes ;“-:f::’;’
B =__
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DIGITALISATIONAND RESILIENCE

MSF Doctors without Borders) Real-time cold chain monitoring

A enhance the monitoring of temperaturesensitive medical supplies

A provides reaktime, accurate tracking of temperature conditions throughout the supply
chain

A digital interface offers clear, immediate information to field staff, facilitating prompt
decision-making

Cold Chain Indicatorsy The MSF Sweden Innovation Unit



https://msf-siu.org/development-stage-cases/cold-chain-indicators
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DIGITALISATIONAND RESILIENCE

World Food Programme: Building Blocks in Zaatari refugee camp (Jordan)

A Using blockchain to manage caskfor-food transactions, combined with iris-scanning
for identity verification

A eliminates reliance on intermediaries, reduces fraud, and ensures accountability in
real time, providing a transparent, secure record of aid distribution

A improves operational efficiency and created a resilient system for managing aid

Inside the Jordan refugee camp that runs on blockchain | MIT Technology Rev

oo g p—,

TAZWEED CENTER ﬁ ’.
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https://www.technologyreview.com/2018/04/12/143410/inside-the-jordan-refugee-camp-that-runs-on-blockchain/

DIGITALISATIONAND RESILIENCE ' =, -_

A Digitalisation can help us embrace
resilience as anopportunity

A Digitalisation aids the developmentof (
resilience but also introduces potential — £
vulnerabilities

ARealtime visibility should not makeus =% =& ..
cling to the status quo e Y
A Predictive analytics havethe potential
to take some of the pain out of

transformation
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Markus — —
Happonen J . -

National Cyber Security
Centre Finland

Cybersecurity and
iInformation sharing in
Logistics sector
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TLP:CLEAR

TrRATICCM

Finnish Transport and Communications Agency
National Cyber Security Centre

Cybersecurity and
Information sharing in
Logistics sector

Markus Happonen,
markus.happonen@traficom.fi

25.11.2024
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Presentation consists

a Introduction to Finnish National Cyber Security Centre
a Information sharing within critical infrastructure
a Things about digitalization

o Cyber security situation

TRATICCM




National Cyber Security Centre
(NCSC -Fl)

A national information security
authority, whose duties consist of:

o Collecting information on information security violations and
threats (Situational awareness)

o Informing  of information security related matters and
performance of communication networks and services

o Solving information security violations and threats against
networks, communications and value -added services

o Steering and supervision of ~ communications providers'
information security, functionality and preparedness

o Information assurance matters related to the handling of
classified information in electronic communications

o Authority functions for the public regulated service relating to the
European Galileo satellite positioning system

o Supervising the responsibilities related to confidentiality of
electronic communications

TRATICCM




What we do

o Most of our information security services
are free of charge and available to
everyone.

o Some of our services are targeted
specifically to support the cyber security of
the central government and organisations
vital for the security of supply.

a More information about our services:

o www.kyberturvallisuuskeskus.fi/en/our -services
(or www.ncsc.fi)

o  kyberturvallisuuskeskus@traficom.fi

TRATICCM

TLP:CLEAR


https://www.kyberturvallisuuskeskus.fi/en/our-services
https://www.kyberturvallisuuskeskus.fi/en/our-services

Assessment,

Vulnerability
accreditatior_l and coordination
guidance
National
Instructions and Attack Surface
guides Management

Financial support Cyber Exercises

Situation

Cyber Security
Awareness

Maturity

- d
Incident Response Framework
Support National

Detection
ISAC -groups
Jroup E’fﬁ System

Comprehensive Cyber Security Services
for the Entire Society

TRATICCM 25.11.2024
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TRATICCM

Situational awareness and
network management

Situational awareness
ISAC information sharing groups

25.11.2024
TLP:CLEAR
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Situational awareness products

o  Vulnerability reports

o  Vulnerability digest

a  Cyber weather

o  Newsletter

o Information Security Now! articles

o Sector -specific situation awareness and notices
a  Alerts

o Weekly report

a  Annual information security review

a To access our products, please join our sector - specific mailing lists.

o  Send an email to kyberturvallisuuskeskus@traficom.fi.

o To subscribe to the newsletter and vulnerability digest, please visit our website:

o www.kyberturvallisuuskeskus.fi/en/ncsc -news/subscribe -our - newsletters

TRATICCM



http://www.kyberturvallisuuskeskus.fi/en/ncsc-news/subscribe-our-newsletters

NCSC-F 1| 0s

o Central government

o Chemical and processing
industry

o Defence industry

o Device and product
manufacturers

o Energy sector

o  Financial sector

s espetifa@ mailing lists

Food sector
Healthcare

ICT industry
Industrial automation
Industrial enterprises

Information security
consultants and consulting
agencies

Information security
researchers

Logistics sector
Media

Municipalities

Public administration
Service sector

Water supply and
sewerage

If you want to subscribe to these mailing lists or have any questions about their content, please contact

us at kyberturvallisuuskeskus@traficom.fi

TRATICCM

TLP:CLEAR




Information sharing

Develope sector and national
Cybersecurity together in
ISAC T networks

(Information Sharing and
Analysis Centre)

A Information  sharing
A Situational awareness
A Good practices

A Risk analysis

TRATICCM
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About Digitalization In logistics
sector

o Long supply chains are very common in logistics sector. Logistics
companies work as a supplier for the other critical
infrastructure. Therefore it is very important to agree on
responsibilities between actors beforehand.

g We have had some cases in logistics sector, where operative
systems has been open to the internet.

o Internal and external communication plans are absolutely crucial
In crisis situations.

TRATICCM




Current Cybersecurity situation

o (Distributed) Denial on Service attacks have been on public within
last month .

o Some DDoS attacks use varied technologies and also carpet bombing .
o SMS Sender ID protection should be considered .

o SMS Sender ID protects from using organizations name for phishing .

g Fi nl aQyded Security Strategy 2024 -2035 has been published on ik
October.

o Reasons for new version include changed environment and NIS2 -directive.

TRATICCM



Cyber security In Logistics sector

a Last quarter has been more calm than previous one.

a Still quite a lot of phishing and attempted CEO Frauds
(especially during holiday season).

g During summer Crowdstrike distributed a faulty update |,
which caused indirect problems also in logistics sector in

Finland.

TRATICCM



Thank you!

Please contact us at
kyberturvallisuuskeskus@traficom.fi

TLP:CLEAR

TrRATICCM

Finnish Transport and Communications Agency
National Cyber Security Centre

25.11.2024
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Teemu Heikura

Fintraffic

eFTlreference
Implementation
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